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Age-Friendly Community Advisory Committee
Meeting

 
Tuesday, September 10, 2024, 1:30 p.m.

Council Chambers

Pages

1. CALL TO ORDER

1.1 Land Acknowledgement
The Town of Wasaga Beach acknowledges it is located upon the
traditional territory of the Anishnaabe people of the Three Fires
Confederacy and the Wyandot Nation.

We respect the spiritual interconnection among these nations to the land
and to the water, and acknowledge that waterways were the lifeblood of
the Indigenous people by trade and hunting routes.

We are dedicated to inclusivity of First Nations, Inuit and Metis people in
our future stewardship of the land and the longest freshwater beach in
the world. In the spirit of reconciliation, we welcome the opportunity of
learning to be sustainable caretakers of the land and waterways for all
future generations.

2. DISCLOSURE OF PECUNIARY INTEREST

3. ADOPTION OF MINUTES

3.1 Age-Friendly Community Advisory Committee Meeting Minutes - July 9,
2024

4

Recommended Motion:
That the Age-Friendly Community Advisory Committee minutes of July 9,
2024 be approved.

4. DEPUTATIONS/PRESENTATIONS

4.1 Tom Creel - Senior Support Unit - Canadian Anti-Fraud CentreRoyal
Canadian Mounted Police and Ontario Provincial Police

8

Recommended Motion:
That the presentation from Tom Creel regarding Fraud Prevention and



Awareness be received for information.

5. UNFINISHED BUSINESS

6. SUB-COMMITTEE REPORTS

7. NEW BUSINESS

7.1 Age-Friendly Committee Chair and Coordinator

Recommended Motion:
That the Age-Friendly Community Advisory Committee receive the Chair
and Coordinator Updates, for information.

7.2 Member Roundtable Updates

Recommended Motion:
That the Age-Friendly Community Advisory Committee receive the
member roundtable updates, for information.

7.3 Action Plan Work Group Update

Recommended Motion:
That the Age-Friendly Community Advisory Committee receive the Action
Plan Review update, for information.

7.4 AFC Business Development Work Group Discussion 

Recommended Motion:
That the Age-Friendly Community Advisory Committee receive the
Business Development update for information.

7.5 Community Hubs Update

Recommended Motion:
That the Age-Friendly Community Advisory Committee receive the
Community Hubs update, for information.

7.6 Seniors Expo Work Group Discussion

Recommended Motion:
That the Age-Friendly Community Advisory Committee receive the
Senior Expo update for information. 

7.7 Senior of the Year Work Group Discussion
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Recommended Motion:
That the Age-Friendly Community Advisory Committee receive the
Senior of the Year update for information.

7.8  Revamping and Updating AFC Brochures and PowerPoint Presentation

Recommended Motion:
That the Age-Friendly Community Advisory Committee receive the
Brochure & PowerPoint update for information.

8. ITEMS FOR FUTURE MEETINGS
•    Health Care Practitioner
•    Simcoe Muskoka District Health Unit - Food Insecurity

9. DATE OF NEXT MEETING
Tuesday October 8, 2024 - 1:30pm - Council Chambers

10. ADJOURNMENT
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MINUTES 

Wasaga Beach Age-Friendly Community Advisory Committee 

Meeting 

 
Tuesday, July 9, 2024, 1:30 p.m. 

Council Chambers 
 
Members Present: Faye Ego 
 Tara Bone 
 Jeff Burke 
 Dianna Mancini 
 Gertrude King 
 Penny Rush 
 Leslie Hodgson 
  
Members Absent: Susan Sinclair 
 Brittany Newman 

_____________________________________________________________________ 

 

1. CALL TO ORDER 

Meeting was called to order by the Chair, Jeff Burke, at 1:34pm 

1.1 Land Acknowledgement 

2. DISCLOSURE OF PECUNIARY INTEREST 

None noted. 

3. ADOPTION OF MINUTES 

3.1 Age-Friendly Community Advisory Committee Meeting Minutes - 
April 9, 2024 

Moved by: Leslie Hodgson 
Seconded by: Penny Rush 

That the Age-Friendly Community Advisory Committee minutes of April 9, 
2024 be approved. 

4. DEPUTATIONS/PRESENTATIONS 

4.1 Chief Craig Williams - Poverty Round Table 

Chief Williams introduced himself and detailed his report from the Poverty 
Reduction Roundtable he attended on May 17, 2024.  Chief Williams 
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answered Committee member’s questions, particularly about increasing 
participation in further endeavors on this topic. 

Moved by: Dianna Mancini 
Seconded by: Leslie Hodgson 

That the presentation from the Fire Chief regarding the Poverty Round 
Table be received for information. 

4.2 Tara Bone - Red Cross Programs and Services 

Tara detailed the material presented, reviewing how programs have 
changed pre- and post-COVID.  The Committee discussed how to improve 
getting the word out regarding Red Cross Services and how the Town’s 
budget might assist in such effort.  

Moved by: Dianna Mancini 
Seconded by: Leslie Hodgson 

That the presentation from Tara Bone regarding Red Cross Programs and 
Services be received for information. 

5. UNFINISHED BUSINESS 

6. SUB-COMMITTEE REPORTS 

7. NEW BUSINESS 

7.1 Age-Friendly Committee Chair and Coordinator Chair Report 

Chair Jeff Burke addressed details in his report, highlighting  items that the  
AFCAC will be looking ahead to, especially how social media could be 
updated.  

Nicole Rubli discussed budget issues and reviewed how the Senior Of 
The Year Award nomination will take place going forward. 

Moved by: Penny Rush 
Seconded by: Faye Ego 

That the Age-Friendly Community Advisory Committee receive the Chair 
and Coordinators Updates for information.  

7.2 Community Partner Member Roundtable Updates 

Penny Rush touched on the social media issue, suggesting that the Health 
Unit might be a source for posts focused on aging and wellness, and to 
also provide information about future presentations from the Committee.  

Angela Kemp reported on the positive results for Library Programs from 
the Seniors Community Grant. 

Moved by: Tara Bone 
Seconded by: Dianna Mancini 
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That the Age-Friendly Community Advisory Committee receive the 
member partners' roundtable updates for information. 

7.3 Action Plan Work Group Update 

Leslie Hodgson suggested that the AFCAC consider one or two more 
Lunch & Learn gatherings in the fall because the one in the spring was 
seen as having been quite successful. 

Moved by: Leslie Hodgson 
Seconded by: Dianna Mancini 

That the Age-Friendly Community Advisory Committee receive the Action 
Plan Work Group update for information. 

7.4 AFC 2024 Business Development Work Group Update 

Penny Rush updated the Committee about the amendments to the 
PowerPoint presentation, ensuring it is ready to be more engaged with 
local businesses.  

Moved by: Penny Rush 
Seconded by: Leslie Hodgson 

That the Age-Friendly Community Advisory Committee receive the 
Business Development Working Group update for information. 

7.5 Age-Friendly Community Information Hubs Update 

Dianna Mancini reported on the current status of the locations. It was 
suggested that the Committee look at questions such as which locations 
are most effective and what material is seeing the most movement.  

Moved by: Leslie Hodgson 
Seconded by: Gertrude King 

That the Age-Friendly Community Advisory Committee receive the 
Community Information Hubs update for information. 

7.6 Post Seniors Expo 2024 Work Group Update  

Jeff Burke reported on the success of the Seniors Expo, with an increase 
in Vendors and visitors. A final financial statement will be developed after 
some Advertising and table costs are included.  

Moved by: Tara Bone 
Seconded by: Penny Rush 

That the Age-Friendly Community Advisory Committee receive the Senior 
Expo Working Group update for information.  

7.7 Senior of the Year 2024 Work Group Update 

No report at this time. 
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8. ITEMS FOR FUTURE MEETINGS 

9. DATE OF NEXT MEETING 

10. ADJOURNMENT 

Moved by: Jeff Burke 
Seconded by: Leslie Hodgson 

That the July 9, 2024 Age Friendly Community Advisory Committee meeting be 
adjourned at 3:21pm.  
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Fraud Prevention 
and 

Awareness

Tom Cheel, Senior Support Unit Volunteer
Canadian Anti-Fraud Centre (CAFC)
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Overview
• About the Canadian Anti-Fraud Centre
• What is MMF – Mass Marketing Fraud?
• Top Reported Frauds
• Impact Fraud
• How to Report
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What is the Canadian Anti-Fraud Centre (CAFC)?

Page 10 of 33

Presenter Notes
Presentation Notes
The Canadian Anti-Fraud Centre is a joint forces operation led by the RCMP in partnership with the OPP and Comp. Bureau of Canada. Day-to-day operations are led by the RCMP. The CAFC is located in North Bay ON. 

The CAFC is Canada's central repository for data, intelligence and resource material as it relates to fraud. The CAFC commits to providing timely, accurate and useful information to assist citizens, businesses, law enforcement and governments in Canada and around the world. The CAFC's primary goals are prevention through education and awareness, disruption of criminal activities, dissemination of intelligence, support to law enforcement and strengthening partnerships between the private and public sectors with the aim of maintaining Canada's strong economic integrity. 




Fraud 
Prevention 
and Intake 

Unit

Operational
Support 

Unit
DisruptionInternational 

Outreach

Canadian Anti Fraud Centre

DisruptionSenior 
Support Unit
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Presenter Notes
Presentation Notes
The OSU is a recognized intelligence unit; made up of analysts and intel researchers/profilers. 
The OSU works closely with law enforcement agencies, regulatory bodies in Canada and the U.S., private corporations, financial institutions and internet service providers to detect and deter fraud and criminal operations within Canada and internationally.  
The OSU:
educates law enforcement and our private sector partners;
provides statistics and investigative packages (either initiated by the CAFC or to fulfill external requests);
has an international outreach:
Member of the IMMFWG (International MMF Working Group) which includes representatives from various international enforcement agencies who use cross-border intelligence sharing and strategy development to combat fraud.
Work closely with Interpol (hundreds of Interpol referrals), Europol, and the RCMP Liaison officer program.
Service close to 100 different agencies and supporting numerous investigations and arrests domestically and Internationally.
liaisons with our private sector partners to disrupt the tools of the fraudsters (contact & payment methods). 



• Educates law enforcement and our private sector partners;
• Provides statistics and investigative packages (either initiated by the CAFC or to fulfill 

external requests);
• Has an international outreach:

 Member of the IMMFWG (International MMF Working Group) which includes 
representatives from various international enforcement agencies who use cross-
border intelligence sharing and strategy development to combat fraud.

 Work closely with Interpol (hundreds of Interpol referrals), Europol, and the 
RCMP Liaison officer program.

 Service close to 100 different agencies and supporting numerous investigations 
and arrests domestically and Internationally.

• Liaisons with our private sector partners to disrupt the tools of the fraudsters (contact & 
payment methods). 

Operational Support Unit (OSU)
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Presenter Notes
Presentation Notes
The FPIU handles all incoming reports of fraud, inputs the information into the CAFC Database, and publishes public-facing fraud prevention messaging. 
Features an inbound call centre and online Fraud Reporting System.  
Call Centre Operators are fraud specialists who: validate online reports, answer inbound fraud attempt & victim calls, record the information, and provide education, support and the appropriate referrals.
Reports are referred to the other two units when they meet specific conditions: e.g. senior victim follow-up, large loss, police visit recommended, cash in mail, any new twists, etc. 
Seniors can report anonymously, for others and or for themselves.

 



• Accept reports by telephone, mail, fax, police reports
• Validate online FRS reports
• Victims & Attempts of fraud
• Refer reports:

• High Risk
• $10,000+ Victim
• Cash in Mail
• Report New Fraud Scenarios

Fraud Prevention & Intake Unit
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Presenter Notes
Presentation Notes
The FPIU handles all incoming reports of fraud, inputs the information into the CAFC Database, and publishes public-facing fraud prevention messaging. 
Features an inbound call centre and online Fraud Reporting System.  
Call Centre Operators are fraud specialists who: validate online reports, answer inbound fraud attempt & victim calls, record the information, and provide education, support and the appropriate referrals.
Reports are referred to the other two units when they meet specific conditions: e.g. senior victim follow-up, large loss, police visit recommended, cash in mail, any new twists, etc. 
Seniors can report anonymously, for others and or for themselves.

 



Senior Support Unit (SSU)

• Comprised mostly of volunteers who:
• Provide outreach to victims 60+
• Mail and e-mail fraud prevention materials
• Presentations to senior groups
• Special Projects
• Collaborate with other units, Law 

Enforcement and our partners
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Presentation Notes
Seniors are targeted for many reasons: loneliness, lack of family support, age vulnerability and for health-related reasons such as Alzheimer's. Seniors are particularly susceptible to fraud schemes because their generation tends to be more trusting and less likely to end conversations. Fraudulent telemarketers build relationships with seniors and gain their trust before victimizing them. SSU volunteers are able to relate personal experiences, provide outreach/support to elderly victims. The "seniors helping seniors" program was and launched in 1997.

What do SSU volounteers do?
Call backs (once / weekly)
     Relate personal experiences, wisdom and expertise 
Provide strength to victims (emotional and moral support )
Sensitive to the needs of seniors 
Contact victims as often as needed 
Educate and re-educate seniors 
Ensure that seniors have a place to turn to when they need assistance 
Help victimized seniors regain personal dignity
Mail information packages
Presentations
Special projects (e.g. input reports from money service business, OLG and Ebay partners)

SENIORBUSTERS was honored to receive RCMP Commissioner's Volunteer Award in recognition of their dedication of service and support for the Canadian Anti-Fraud Centre.



Mass marketing fraud deals with frauds that 
target the masses. Usually it is Organized Crime, 
with a well orchestrated web of deceit that sets 
out to steal money and or personal information 
from hundreds of thousands of victims. 

What is Mass Marketing Fraud?
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Presentation Notes
What is Fraud?
Fraud is a global issue with serious financial consequences. When ever a criminal sets out to mislead, lie to, deceive and or not give the consumer what they promised. It is fraud. 

Fraud is an offence which is comparable to theft; however, it requires an element of deceit or a false representation such as attempting to defraud the public, or any person, of their property, money, or any valuable service (Criminal Code of Canada, s. 380(1)).

Mass marketing fraud deals with frauds that target the masses. Usually it is Organized Crime, with a well orchestrated web of deceit that sets out to steal money and or personal information from hundreds of thousands of victims. They usually don’t get too greedy…which allows them to stay under the radar, and work across borders to elude law enforcement.

Scams and cybercrimes can happen to anyone, anywhere, at any time.

If you have been a victim of scam, fraud or cybercrime, please contact your local police. Let them know you are a senior victim of fraud and wish to file a report. Have all your supporting documents in order.

Remember: It’s the role of your local police to investigate. The CAFC assists law enforcement through maintaining a central database of information to assist with investigations.

This slide mentions that one of the elements of fraud is deceit –this next slide shows us somethings are not as they seem…we have to be alert at all times.






Top Solicitation Methods

35%

2%
17%14%

16%

1%
15%

Solicitation Methods in 2024

Direct Call

Door to door/in person

Email

Internet

Internet-social network

Mail

Text message
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Fraud is under 
reported

It is estimated that 
only

5% - 10%
of fraud is 

reported to the 
CAFC. 
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Presentation Notes
It is estimated that less than 5% of all fraud is reported to the CAFC. This is based on information obtained through investigations, lead lists obtained, bank seizures and studies (ie ID Theft study). A 2009 McMaster University estimates the figure is closer to 1%. 

Victims of fraud, may suffer financial and emotional abuse, and even medical problems relating to their victimization. They are not alone as millions of people are victims of fraud every year. 
Victims often don’t report that they’ve been defrauded for several reasons: 
1. They feel ashamed and embarrassed.
2. They have the perception that no one will believe them or that law enforcement won’t investigate. 
3. They have a fear that family will take control of their finances and they will lose their independence.
4. They do not know that they are victims of fraud. 
5. They blame themselves for the losses.
6. They won’t report the incident unless they are guaranteed restitution.  




Why do we become victims?
Our Vulnerabilities

 Desire to be a hero
 To help people

 Desire to appear generous
 With time or financially

 Desire to have more/free money

 Desire to have a friend
 Admired or loved

 Desire to avoid shame/embarrassment
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Presenter Notes
Presentation Notes
A victim of identity fraud has previously been the victim of identity theft. 
 
Identity theft occurs when a victim’s personal information is stolen or compromised. This can happen as a result of volunteering personal or financial information, a phishing fraud, a stolen wallet, a database breach, etc. 
 
Identity fraud occurs when the fraudster uses the victim’s information for fraudulent activity. Fraudsters may create fake identity documents, submit unauthorized credit applications and open financial accounts in your name, re-route your mail, purchase mobile phones, takeover your existing financial and social accounts, etc.   

If you are a victim of identity theft and/or fraud, you should immediately complete the following steps:  
 
Step 1: Gather the information pertaining to the fraud. 
Step 2: Contact the two major credit bureaus to obtain a copy of your credit report and review with reports.
Equifax Canada: http://www.consumer.equifax.ca/home/en_ca, 1-800-465-7166
TransUnion Canada: http://www.transunion.ca, 1-877-525-3823
Step 3: Report the incident to your local law enforcement.  
Step 4: Report the incident to the CAFC through the Fraud Reporting System (FRS) or toll free at 1-888-495-8501.   
Step 5: Review your financial statements and notify the affected agency if you notice any suspicious activity.
Step 6: Notify your financial institutions and credit card companies, and change the passwords to your online accounts. 
Step 7: If you suspect that your mail has been redirected, notify Canada Post (www.canadapost.ca, 1-866-607-6301) and any service providers.
Step 8: Notify federal identity document issuing agencies:  
Service Canada: www.servicecanada.gc.ca, 1-800-622-6232
Passport Canada: www.passport.gc.ca, 1-800-567-6868
Immigration, Refugees and Citizenship: www.cic.gc.ca, 1-888-242-2100
Step 9: Notify provincial identity document issuing agencies. 
For the full guide, visit: http://www.rcmp-grc.gc.ca/scams-fraudes/victims-guide-victimes-eng.htm




Fraud Initiated by 
Telephone Call

• Automated Dialing
• Robocalls
• Spoofing
• Delayed Disconnect
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Presenter Notes
Presentation Notes
The telephone was invented to allow individuals to instantly communicate with each other, without having to be in the same room. In the last 150 years, the telephone has evolved to today’s mobile device that fit in your pocket and allows you to call anyone across the globe. In 2019, telephone calls were the #1 contact method used by fraudsters and this is largely due to advancements in technology. 
 
Automated dialing: An automatic dialer (or auto dialer) is a device or software that automatically dials telephone numbers. The phone numbers are usually provided from large lists. Once the call is answered, the auto dialer either plays a recorded message or connects the call to a live person. These systems can be used by legitimate or fraudulent call centres. Fraudsters may use lists of phone numbers (gained legally or illegally) or they may setup the dialer to call all possible configurations of phone number in a given region. 
 
Robocalls: A robocall is a phone call that uses an auto dialer to deliver a pre-recorded message. The recording message may use a computerize/robotic voice or that of a real person’s. There are no anti-robocall laws in Canada; however, they are subject to Canadian Radio-television and Telecommunications Commission (CRTC) regulations. If you are registered on Canada’s National Do Not Call list, this should filter out a large number of unsolicited calls. The National Do Not Call List (DNCL) gives consumers a choice about whether to receive telemarketing calls. Exemptions of who can still cold call you: Canadian registered charities, political parties, persons collecting information for a survey, newspapers for the purpose of soliciting subscriptions, and organizations with whom you have an existing business relationships. If the recorded message you hear does not fall under the exemptions, it is most likely fraudulent.  
 
Spoofing: Your Caller ID or Call Display normally indicates the phone number and name associated to the line used to call you. There are a number of legitimate purposes for altering the information provided on Caller ID. Unfortunately, there are just as many illegitimate reasons for fraudsters to manipulate the information displayed. The most common misrepresentations to trick Canadians into answering calls are: using the same area code to make it appear that it is a local call, mirroring your own phone number, displaying the recognized number of a specific organization (ie. law enforcement or government agency), or showing a phone number that cannot be dialed. 
 
Delayed disconnect: (Only occurs on landlines.) When trying to legitimize their call, fraudsters will sometimes ask you to end your current call and immediately call the number on the back of your card or another phone number they provide you. When you complete the second call, you are almost instantly connected to the same person you were just speaking with. That is because the original call was never completely disconnected.   
 
How to Protect Yourself from Telephone Fraud 
 
Register your phone number for free with Canada’s National Do Not Call List at: https://lnnte-dncl.gc.ca/en. 
If you’re not expecting a call or do not recognize the Caller ID, let the call go to your answering machine.
Caller ID information can be spoofed. Do not trust the information to be genuine. 
If you answer the phone and it is a recorded message, hang up. Do not press 1 or call back. 
Whenever you’re asked to make a secondary call. Wait a few minutes after ending the original call or call back from a different phone number. 
Never provide your personal or financial information over the phone if you did not initiate the call. 
You should never feel pressured to provide personal or financial information over the phone. 
Ask questions. If the caller cannot or will not answer, hang up. 
If you’re still unsure about the call, talk to someone about it. 




Fraud Initiated Online

• Search Engine Optimization
• Pop-Ups
• Online Classifieds
• Fake Websites
• Fake Information
• Stolen Credit Cards
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Presentation Notes
The internet is a network of electronic devices that spans the globe. It is easy to connect and, once online, you can access almost any information or communicate with anyone else that is connected. It is the perfect workplace for fraudsters.  
 
Search Engine Optimization: When looking for information, many consumers will use a popular search engine to find answers quickly. Fraudsters will often pay for their information or websites to be listed among the top results. 
 
Pop-Ups: Pop-ups are used to grab your attention and are known to have a reputation as annoying distractions. A few variations exist: pop-overs will appear on top of your current page, pop-ups will redirect you to a new window or tab, and pop-unders will open a new window or tab, but will not redirect you from your current window. There are three ways you can trigger a pop-up: time-driven pop-ups are setup to appear after you have clicked something and the set timer in the background has elapsed, behavior driven pop-ups will appear after specific conditions have been met, and exit pop-ups will appear when you close the browser or visit a website different than the current one. 
 
Online Classifieds: Many fraudsters will camouflage themselves amongst these popular bargain hunting grounds. They will create advertisements for items (e.g. animal, rentals, vehicles) and list them at a discount. Fraudsters may also contact consumers saying that they are interested in purchasing their item and offer an overpayment. In some cases, they may take over a victim’s account or they may offer false employment for others to post advertisements for them. 
 
Fake Websites: Creating a website can be quick and easy; yet, they may not be up for long if they are flagged to be fraudulent. Fraudsters create websites for a number of frauds. They are all built to offer a sense of trust and legitimacy behind the information they have provided. Fraudsters may purchase https:// precursors to indicate that their website is secure when transferring information. They may also purchase domain names that are very close to legitimate brands; especially when they are claiming to be affiliated to a business or when they are looking to sell counterfeit merchandise. 
 
Fake Information: Fraudsters will create accounts and websites using stolen logos, information and photos of people and/or merchandise.
 
Stolen credit cards: Fraudsters will place online orders using stolen credit cards for payment.  
 
How to Protect Yourself Online
 
Before connecting to the internet, be sure to have basic internet security enabled on your device. 
Do not access password-protected accounts or share personal and financial information when connected on public Wi-Fi. 
Enabling private or incognito browsing on your internet browser should disable browser history, search history, download history, cookies and temporary internet files. 
Disable cookies and delete your browsing history, whenever it is not required. 
Use a search engine that doesn’t collect your personal information, doesn’t store your search history and doesn’t track you in or out of private browsing.
Avoid selecting paid results after running an online search. 
Verify that the contact information you have found is legitimate by completing a secondary search on the information itself. 
No technology or security company will warn you of potential viruses or malware and ask you to contact them for the solution. 
The safest method to exit a pop-up is to do so in your Task Manager. For computers, hold down Ctrl+Alt+Del on your keyboard, select Task Manager, locate the appropriate Process, select and click End Task. 
If you are unable to exit the pop-up, proceed with a force shut down of your device.
Regularly scan your devices for viruses or malware. 
Keep the software on your device updated. 
Meet in-person to thoroughly inspect a product before providing your payment. 
If a buy and sell website offers secured chat & payment options, use these to take advantage of any available protection programs. If you are asked to continue the conversation elsewhere or send a different payment method to avoid fees, proceed with caution.
Be wary of unsolicited messages asking you to confirm your account details, password, and personal or financial information.  
Be aware of common classified frauds.
Flag and report any fraudulent listings or messages to the website owner. 
If it sounds too good to be true, it probably is.  
When visiting a website, pay attention to the address bar. 
Websites that use https:// do not guarantee that a website is not fraudulent, but it is something to look for. 
Use https://www.whois.net to find information about a domain’s registration. Be wary of newer websites as counterfeit websites tend to only be active for a short amount of time. 
Look for poor grammar and spelling. 
Look for reliable contact information (ie. phone, email, physical address). 
Read reviews before making a purchase. 
Use a major credit card when shopping online as they provide the best fraud protection programs.
Be wary of online orders that request express shipping with different mailing & shipping addresses.
Never accept an overpayment with a request to transfer funds to a third party.  




Fraud Initiated on 
Social Networks

• Fake Accounts
• Social Media Bots
• Compromised Accounts
• Advertisements
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Presenter Notes
Presentation Notes
Social media was designed to allow users to create and share content, as well as participate in social networking. The 10 most popular websites or applications in Canada are: Facebook, YouTube, Instagram, Pinterest, Twitter, Snapchat, LinkedIn, Reddit, Twitch, and Tumblr. Even dating websites and application are included within this contact method. 
 
Fake Accounts: Fraudsters will create their accounts typically using stolen photos and information from legitimate people. Most recently, Facebook announced that, between January and March 2019, it removed 2.19 billion fake accounts from their platform. 
 
Social media bots: This type of bot uses fake accounts to automatically generate and amplify specific messaging, such as advertising and fake reviews (aka astro turfing). These may mostly be used to create convincing personas capable of influencing real people. Since bots are automated, they work 24/7. 
 
Compromised Accounts: When fraudsters gain access to social media accounts, they also gain access to all of the information associated to the account. If they find compromising information or photos of the victim, they may blackmail them. Additionally, they will likely impersonate the victim to attempt fraud. Fraudsters may send messages to the victim’s contact list informing them that they found their name on a winner’s list or ask for money urgently due to an emergency. They may also use these accounts to publish their fake ads. 
 
Advertisements: Fraudsters recognize that consumers spend a lot of time on social media and will post ads for free trials, discounted merchandise, or fake job opportunities. They may also use the names and photos of well-known individuals or companies to fake endorsements of their products. 
 
How to Protect Yourself from Social Network Frauds 
 
Do not accept request from people you do not know. You do not know if they have malicious intent. 
Be wary of profiles that seem perfect in their photos. 
Complete a reverse image search to see where the same photo is being used online. https://images.google.com and https://tineye.com are great options. 
Ask specific questions and look for inconsistencies in the responses. 
Be wary of those who always have an excuse as to why you cannot meet in person. 
Never send money to someone you have never met. 
Beware of profiles that do not have many friends connected to it.
If someone is harassing or threatening you, remove, block and report their account. 
Spot other fake accounts when: they have a high follower count but low engagement, the engagement rate is too fast, they have a large following but very few posts, they have maxed out their following count, or they only share spam content.  
Accounts that only push out information and do not engage in conversations likely have a bot behind them.
Keep an eye out for wording or messages that seem unnatural. 
Do not click on suspicious links.  
Adjust your social account privacy settings from Public to a more restricted option.  
Do not overshare sensitive information (ie. personal, financial, when you’re away, etc).
Recognize that what you share online, will always be online. 
Do not provide your login details to anyone. 
Use a strong password or passphrase to protect your account. 
Remember to logout when you’re done. 
Protect your account and your device by updating your software and applications regularly. 
https://fbnewsroomus.files.wordpress.com/2019/05/cser-press-call-5.23.19.pdf




Fraud Initiated by 
Mail or In Person

• Foreign Money Offers
• Stamps
• Employees
• High Pressure Sales
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Presentation Notes
Frauds initiated by mail or in-person may be the oldest ones in the book as these communication methods have existed for thousands of year.  
 
Personalized Templates: While the surname in the greeting and some smaller details may change, fraudsters have been using template letters for a long time. A standard message informs the receiver that someone who shares their surname has passed and left millions in a bank account. If the sender and receiver work together, they can split the money. Another typical message states that the recipient is the winner of a large lottery or sweepstakes.
 
Stamps: Fraudsters have to get their letters delivered somehow. Every year, fake stamps cost Canada Post up to $10 million. Fraudsters may purchase rolls of legitimate stamps from Canada Post; yet, they will do so while using stolen credit cards.  
 
Fraudulent Indicia: Fraudsters will also attempt to use a corporate postal indicium to have their mail delivered. These postage paid postal markings identify the service name and customer number.   
 
Employees: Door-to-door fraudsters will often claim to be employees or students. They may wear a uniform and will often have an ID badge and clipboard.   
 
High Pressure Sales: Fraudsters will often offer products and services that you do not need. They may advise you that, based on their inspection, your health is in immediate danger. They may claim that the majority of the quote they have prepared for you can be refunded by a government grant program. When they arrive at their final price, they will tell you that the quote has been heavily discounted and that it is only available until they leave.  
 
How to Protect Yourself from mail and in-person frauds
 
You can reduce the amount of mailed marketing offers you receive by registering with the Canadian Marketing Association's Do Not Mail Service at: https://cmadnm.cawebhosting.ca/submit.asp. Your name will be kept on their list for six years. 
You cannot win a contest, lottery or sweepstakes you did not enter. 
You cannot enter a lottery from a different country without first buying a ticket within that country. 
Do not respond to offers of free trials, prizes or jobs that require advance payment. 
Any fees associated to winnings will never be requested in advance of receiving the funds. Instead, they will be removed from the total winnings. 
In Canada, the rules vary by province; yet, it is up to the executor of the will to notify beneficiaries.  
Legitimate estates do not look for trustees or heirs. 
Do not respond to requests looking for help to move large sums of money outside of another country. 
Discard any offers of a percentage from a supposed fortune in exchange for your financial information.  
Verify that a cheque you received is not counterfeit before depositing it into your bank account. If possible, contact the account owner listed on the cheque. 
In Alberta, unsolicited door-to-door sales of household energy products have been banned. In Ontario, unsolicited door-to-door sales have been banned. In many other provinces, door-to-door salespersons or direct sellers are required to have a permit or a licence to operate. 
Install a security camera near your doorway to deter criminals. 
Before you invite someone into your home or hear a sales pitch, ask for photo ID, the name of the person and the name and contact information for the business. 
If you ask a salesperson to leave, they must leave immediately. If you feel unsafe, call your local police. 
Do not rely on an individual’s opinion that something in your home is unsafe or must be replaced. Get a second opinion. 
Before you sign anything, make sure you have received all of the answers to your questions, in writing. 
You never have to sign a contract on the spot. 
Provincial Consumer Protection laws often include a cooling off period where consumers can cancel a contract signed within their home up to 10 days after they have received a copy of the signed agreement. The contract has to include specific information about the goods or service and your rights as a consumer. If it doesn’t, you can cancel the contract within 1 year of entering into the agreement. You can also cancel the agreement, regardless of its value, up to one year after you entered into it, if the business or salesperson you’ve signed your contract with made a false or misleading statement about the contract.
If you believe a business has broken the law regarding a contract signed in your home, contact your respective Consumer Affairs/Protection authority. 




Current Scams
• Investment
• Romance
• Extortion
• Service
• Bank Investigator
• Prize
• Emergency
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Presenter Notes
Presentation Notes
Any false, deceptive, misleading or fraudulent investment opportunity, often offering higher than normal or true monetary returns. Victims often lose most or all of their money. Investors run the added risk of having their identity stolen, accumulating losses for unauthorized withdrawals on their credit cards and incurring high interest payments on investments that do not exist.
 
Initial Coin Offerings: The virtual currency market is constantly changing. New virtual currencies are developed monthly. Like an Initial Public Offering (IPO), an Initial Coin Offering (ICO) is an attempt to raise funds to help a company launch a new virtual currency. In an ICO fraud, the fraudsters solicit investment opportunities with fake ICOs. They provide official looking documentation, use buzz words and may even offer a real "token". In the end, everything is fake, and you lose your investment.
 
Pyramids: Similar to a Ponzi scheme, a pyramid scam focuses primarily on generating profits by recruiting other investors. A common pyramid scam today takes the form of a “gifting circle”. Participants gift a sum of money to join and ultimately must recruit others to make their money back. These schemes may offer products, but they usually have very little value. 
 
Pyramid selling is illegal in Canada. It’s a criminal offence to establish, operate, advertise or promote a scheme of pyramid selling.
 
Crypto Investment Scams: The majority of the investment scam reports involve Canadians investing in crypto currency after seeing a deceptive advertisement. It typically involves victims downloading a trading platform and transferring crypto currency into their trading account. In most cases, victims are not able to withdraw their funds. It is very likely that many of the trading platforms are fraudulent or controlled by fraudsters

 Warning Signs – How to Protect Yourself 
Be careful when sending cryptocurrency. Once the transaction is completed, it is unlikely to be reversed.
As proceeds of crime and anti-money laundering regimes around the world create regulatory frameworks that treat businesses dealing in crypto currencies as money service businesses, Canadians need do their research to ensure they are using reputable and compliant services.
If you receive a suspicious message from a trusted friend, reach out to them through a different means of communication to confirm that it is them.
Verify if the investment companies are registered with your Provincial Securities Agency  or the National Registration Search Tool (www.aretheyregistered.ca).
Prior to investing, ask for information on the investment. Research the team behind the offering and analyze the feasibility of the project.
Be weary of individuals met on dating or social media who attempt to educate and convince you to invest into crypto currency.  
Beware of fraudsters asking you to open and fund new crypto accounts.  They will direct you to send it to wallets they control.  Don’t!




Phishing/Smishing
messages will direct you 
to click a link to capture 
your personal and/or 
financial information.

Phishing/Smishing
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Presentation Notes
Traditional phishing emails and smishing text messages are techniques designed to trick the victim into thinking they are dealing with a reputable company (i.e. financial institution, service provider, government). Phishing/Smishing messages will direct you to click a link for various reason, such as, updating your account information, unlocking your account, or accepting a refund. The goal is to capture personal and/or financial information, which can be used for identity fraud. 
 
Warning Signs - How to Protect Yourself
 
Do not open or click the link in unsolicited emails or text messages.
Look for spelling and formatting errors.  
Verify the hyperlink behind the link’s text or button by hovering over the text. 
Do not click on any suspicious links as they can contain malware.




Examples of Phishing
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Identity Theft

• Identity theft can occur 
when a victim’s personal 
information is stolen or 
compromised. 

• Identity fraud occurs 
when the fraudster uses 
the victim’s information 
for fraudulent activity. 
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Presentation Notes
Identity theft occurs when a victim’s personal information is stolen or compromised. This can happen as a result of volunteering personal or financial information, a phishing fraud, a stolen wallet, a database breach, etc. 
 
Identity fraud occurs when the fraudster uses the victim’s information for fraudulent activity. Fraudsters may create fake identity documents, submit unauthorized credit applications and open financial accounts in your name, re-route your mail, purchase mobile phones, takeover your existing financial and social accounts, etc.

If you are a victim of identity theft and/or fraud, you should immediately complete the following steps:  
Step 1: Gather the information pertaining to the fraud. 
Step 2: Contact the two major credit bureaus to obtain a copy of your credit report and review with reports.
Equifax Canada: http://www.consumer.equifax.ca/home/en_ca, 1-800-465-7166
TransUnion Canada: http://www.transunion.ca, 1-877-525-3823
Step 3: Report the incident to your local law enforcement.  
Step 4: Report the incident to the CAFC through the Fraud Reporting System (FRS) or toll free at 1-888-495-8501.   
Step 5: Review your financial statements and notify the affected agency if you notice any suspicious activity.
Step 6: Notify your financial institutions and credit card companies, and change the passwords to your online accounts. 
Step 7: If you suspect that your mail has been redirected, notify Canada Post (www.canadapost.ca, 1-866-607-6301) and any service providers.
Step 8: Notify federal identity document issuing agencies:  
Service Canada: www.servicecanada.gc.ca, 1-800-622-6232
Passport Canada: www.passport.gc.ca, 1-800-567-6868
Immigration, Refugees and Citizenship: www.cic.gc.ca, 
1-888-242-2100
Step 9: Notify provincial identity document issuing agencies. 




Fraudsters target previous victims!

• Fraudsters can share lists of victims.
• Recovery Pitch: Investment Scams, Romance 

Scams, Tech Support Scams
• If you have been a victim, keep yourself 

informed on current scams. 

For a full list of scams and alerts, visit the CAFC’s 
website: www.antifraudcentre.ca
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Criminals often share lists of previous victims amongst each other. 

If you have been a victim to a scam, be prepared by informing and education yourself on current scams to protect yourself. Fraudsters will often try to use personal information gained from a previous scam while trying to revictimize you. 

Recovery Pitch is common: 

Investment scams: if you have been a victim to an investment scams, you are at risk of being contacted by a fraudster claiming they can get your money back. 

Romance Scams: Fraudsters may contact you claiming to be Interpol or the police advising that they have arrested the suspect, but require a payment to assist with their investigation. 

Tech Support Scams: If you’ve been a victim to a tech support scam (Windows, Apple, etc…) suspects may call you to offer a refund on your payment. After providing access  to your computer, suspsects will lead you to believe that they have deposited too much in your account and ask you to send money back to them (gift card, bitcoin, etransfer, etc…).

http://www.antifraudcentre.ca/


Impact of Fraud

• Loss of homes/businesses
• Loss of retirement savings
• Marital breakups/spousal violence
• Physical and emotional harm to themselves or 

others.
• Suicide
• Embarrassment
• Depression
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What To Do If You’re A Victim
If you are a victim of identity theft and/or fraud, you should immediately complete 
the following steps:  

Step 1: Gather the information pertaining to the fraud. 
Step 2: Contact the two major credit bureaus; Equifax & Trans Union.
Step 3: Report the incident to your local law enforcement.  
Step 4: Report the incident to the CAFC. 
Step 5: Review your financial statements and notify them of any suspicious 
activity.
Step 6: Notify your financial institutions and credit card companies, and change 
the passwords to your online accounts. 
Step 7: If you suspect that your mail has been redirected, notify Canada Post.
Step 8: Notify federal identity document issuing agencies.  
Step 9: Notify provincial identity document issuing agencies. Page 29 of 33

Presenter Notes
Presentation Notes
A victim of identity fraud has previously been the victim of identity theft. 
 
Identity theft occurs when a victim’s personal information is stolen or compromised. This can happen as a result of volunteering personal or financial information, a phishing fraud, a stolen wallet, a database breach, etc. 
 
Identity fraud occurs when the fraudster uses the victim’s information for fraudulent activity. Fraudsters may create fake identity documents, submit unauthorized credit applications and open financial accounts in your name, re-route your mail, purchase mobile phones, takeover your existing financial and social accounts, etc.   

If you are a victim of identity theft and/or fraud, you should immediately complete the following steps:  
 
Step 1: Gather the information pertaining to the fraud. 
Step 2: Contact the two major credit bureaus to obtain a copy of your credit report and review with reports.
Equifax Canada: http://www.consumer.equifax.ca/home/en_ca, 1-800-465-7166
TransUnion Canada: http://www.transunion.ca, 1-877-525-3823
Step 3: Report the incident to your local law enforcement.  
Step 4: Report the incident to the CAFC through the Fraud Reporting System (FRS) or toll free at 1-888-495-8501.   
Step 5: Review your financial statements and notify the affected agency if you notice any suspicious activity.
Step 6: Notify your financial institutions and credit card companies, and change the passwords to your online accounts. 
Step 7: If you suspect that your mail has been redirected, notify Canada Post (www.canadapost.ca, 1-866-607-6301) and any service providers.
Step 8: Notify federal identity document issuing agencies:  
Service Canada: www.servicecanada.gc.ca, 1-800-622-6232
Passport Canada: www.passport.gc.ca, 1-800-567-6868
Immigration, Refugees and Citizenship: www.cic.gc.ca, 1-888-242-2100
Step 9: Notify provincial identity document issuing agencies. 
For the full guide, visit: http://www.rcmp-grc.gc.ca/scams-fraudes/victims-guide-victimes-eng.htm




It’s essential that victims and businesses report fraud to… 

How to Report Fraud

 Local police 
 The CAFC via 

1-888-495-8501 (Toll-Free) 
OR 

our online Fraud Reporting System 

www.antifraudcentre.ca
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Hours of operation (call centre): Monday-Friday 10:00 am - 4:45 pm (Eastern Time), with the exception of federal statutory holidays 

For FRS, consumers can report using a GCKey account or sign-in partner. Both methods allow you to communicate securely with the Government of Canada. You create your own unique username and password for a GCKey account. 


http://www.antifraudcentre.ca/
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Should you require additional information, I have provided our contact information.  
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